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Abstract -- In the financial sector, financial fraud is a rising 

problem with serious effects. The identification of credit card 

fraud in online transactions was greatly helped by big data 

analysis. Due to two main factors—first, the profiles of legitimate 

and fraudulent behavior change often, and second, credit card 

fraud data sets are extremely skewed—detection of credit card 

fraud, a data mining challenge, becomes difficult. The dataset 

sampling strategy, variable choice, and detection methods 

employed all have significant impacts on the effectiveness of 

fraud detection in credit card transactions. The performance of 

isolation forest (iForest), local outliers’ factor(LOF), and 

Logistic regression (LR) on highly skewed credit card fraud data 

are examined in this study. The model was constructed using real 

data from European cardholders, and under-sampling methods 

were also applied. The three models were implemented in Python, 

and the effectiveness of the methods is assessed based on 

accuracy, recall, precision, and the Kappa score coefficient. The 

outcomes indicate that Isolation Forest has the best accuracy at 

99.8% in detecting outliers.  
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I. INTRODUCTION  

Credit card frauds are very easy to carry out by 
perpetrators. Without much stress, a significant amount can 
be withdrawn within a short time from the owner’s account 
without the owner’s consent.  

Credit card has become the most general mode of 
payment for online and regular purchases. The credit fraud 
rate tends to accelerate, and the number of people affected by 
credit card fraud almost doubled between 2019 and 2020, 
and in 2021, nearly 1.7 million people were impacted by 
credit card fraud and identity theft worldwide [1]. In 2020, 
$28.58 billion was lost to credit card fraud, and there are 
predictions that fraud will increase in 2022, so acquirers are 
assessing their fraud detection strategies [2].  Typically, 
fraud costs organizations 5% of their revenues every year, 
with a median loss of $125,000, according to the Association 
of Certified Fraud Examiners (ACFE). Because human 
detection is time-consuming and unreliable, financial 
institutions can no longer rely on it, and the introduction of 
big data has made these manual procedures even less 
successful. One of the most effective ways to identify credit 
card fraud is by using computational intelligence (CI)-based 
tools that can spot irregularities in credit card transactions. 
[2].  

In credit card fraud, criminals make purchases or obtain 
cash advances using the credit card account of another 
person. It can occur in one of several ways, such as using 
another person's accounts, stealing a physical credit card or 
another person's account numbers and PINs, or opening new 
credit card accounts in another person's name.  Credit card 
methods include the following: 

1. Card theft by criminals: Taking a card from a restaurant 
table, bar, or wallet (or just stealing the entire wallet or 
purse) is a classic way to steal a credit card. When your 

card goes missing, or you learn that you should have 
received a card that never arrived, you should notify the 
card issuer immediately. 

2. Account takeover by criminals: Criminals contact your 
card issuer and use your personal information to change 
your PIN, password, mailing address, and so on so that 
they control your account, and you cannot access it.  

3. Cloned cards by criminals: Skimmers installed on gas 
pumps and retail sales terminals can take your card 
number when you swipe the card, then duplicate it for 
illicit use.  

4. Card-not-present theft: In this case, thieves use a credit 
card account without physically possessing the card. It 
requires only that the thief knows the cardholder’s name, 
account number, and the card's security code to steal 
from the original card owner. 

The purpose of anomaly detection algorithms is to detect 
or identify anomalous patterns that differ from expected 
trends or behaviors, called outliers. The detection of events 
or items associated with suspicious occurrences could be 
very problematic to the victims [3]. Detecting anomalies can 
be extremely useful in detecting credit card fraud because 
fraudulent transactions are rare compared to authentic 
transactions. 

Machine learning and deep learning models can 
recognize unusual credit card transactions and fraud. First, 
raw data is collected and sorted, which then is used to train a 
model that predicts fraud. To detect credit card fraud, 
machine learning offers the following solutions: 

• Classifying whether credit card transactions are 
valid or fraudulent using techniques like logistic 
regression, random forests, support vector machines 
(SVMs), deep neural networks along with 
autoencoders, long short-term memory (LSTM) 
networks, and convolutional neural networks 
(CNNs) 

• Using credit card profiling to identify cardholders 
and fraudsters using credit cards  

• The use of outlier detection methods to identify 
transactions that are significantly different from 
regular credit card transactions. – anomalies in 
credit card transactions. Isolation forest(iForest), 
and Local Outliers Factor(LOF) can be used here. 

 

II. CHALLENGES 

Building a fraud detection system is not as 
straightforward as it looks. The practitioner needs to ensure 
the right learning strategy is chosen, that is, supervised 
learning or unsupervised learning, and which algorithms to 
use (e.g., Logistic regression, decision trees, isolated forest, 
etc.) and which features to use, and most importantly, 
dealing with the class imbalance problem (fraudulent cases 
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are extremely minimal when compared with the legitimate 
cases) [4], less than 0.5% of transactions are fraudulent. The 
dataset to be used for this project is seriously imbalanced as 
shown in figure 1.  

 

Figure 1 
Additionally, fraudulent transactions keep evolving as 

existing fraud detection systems flag old methods, and 
fraudsters learn new ways to mimic the spending behavior of 
legitimate cardholders [2]. In this way, fraudulent and 
normal behavior profiles are continually changing. 
Fraudsters always try to make every fraudulent transaction 
looks genuine, and this makes fraud detection a challenging 
task to carry out. 

Another challenge facing the building of credit card 
detection systems is that financial institutes rarely disclose 
customer data to the public due to confidentiality issues, and 
real financial datasets are very difficult to get. This is one of 
the biggest challenges in fraud detection research works. 

 

III. LITERATURE REVIEW 

Paper [2] proposes anomaly detection methodology 

by comparing the performance of naïve Bayes, k-nearest 

neighbor, and logistic regression on 284,807 credit card 

transactions by European cardholders. Their comparative 

analysis shows that the k-nearest neighbor performance of 

97.92% is better than naïve Bayes and logistic regression 

techniques. 

Paper [5] uses the clustering method to divide the 

transactions of the European cardholders into different 

clusters (or groups) based on their transaction amount, that 

is, high, medium, and low using range partitioning.  They 

use the Sliding-Window method, by aggregating the 

transactions into respective groups to extract some features 

from the window to determine the cardholder's behavioral 

patterns. These features include maximum and minimum 

transaction amounts, the average amount in the window, and 

the time between transactions. 

Another paper [3] presents a technique that exhibits 

the ability to distinguish anomalies and mere inliers by 

creating several decision trees for every data point and the 

paper suggests that the Random Forest methodology 

provides the most reliable effects, followed by Logistic 

Regression and SVM after obtaining the AUC of 98.72% for 

Random Forest methodology. 

IV. METHODOLOGY 

Detecting fraud in credit card transactions is a complex and 

wide-ranging area. Many techniques have been proposed 

over the years, mostly from the anomaly detection branch of 

data science. However, depending on the data available, 

most of these techniques can be classified into two 

categories: 

 

Case   1: We have enough fraud examples in the dataset to 

support this hypothesis. In this case, a machine learning 

model can be trained, or probabilities calculated for the two 

classes (legitimate transactions and fraudulent transactions), 

and a model can be applied to new transactions to determine 

their legitimacy. Here we can use all supervised machine 

learning algorithms e.g., logistic regression, random forest, 

Naïve Bayes et. c. 

  Case 2: There are no (or very few) fraud examples in the 

dataset. In this case, we need to be more creative since we 

have no or very few examples of fraudulent transactions. 

We can treat a few frauds as outliers and apply outlier 

detection algorithms-isolation forest or downsample the 

dataset by picking equal samples for the fraudulent 

transaction and legitimate transaction. 

 

The major aspect of this project is to develop a best-

suited algorithm to find the outliers or frauds in the case of 

credit cards. We will implement an isolated forest 

 

A. Data 

The dataset we use is obtained from Kaggle. The dataset 

we use contains transactions made using credit cards in 

September 2013 by European cardholders [7]. This dataset 

contains transactions that occurred in two days, and there 

are 492 frauds out of 284,807 transactions as shown in the 

data shape in figure 2. The dataset is unbalanced, there is 

only 0.172% (frauds) class as 1 and the rest are zeroes 

(legitimate class). Figure 3 shows that there are no missing 

data in the dataset as all the attributes from V1 to V28 show 

the equal length of rows as 284,807. Figure 5 shows that 

there is no correlation between the Class and Amount, this 

implies we cannot detect anomalies based on transaction 

amount but the spending habit of the customer. The pattern 

of the spending of a cardholder needs to be studied before 

we can conclude whether a transaction is legit or a fraud. 

 

 
Figure 2 

 



 
Figure 3 

 

 

 
 

Figure 4 

 

 
Figure 5 

                                       
Figure 6 

 

 

 

 

 

 
Figure 7 

 

 

 



B. Model Implementation 

Isolation Forest: The major technique used in this project 

is Isolation Forest because the number of fraudulent 

transactions in the dataset is very few. This algorithm 

detects anomalies by randomly partitioning not based on 

information gain as in a decision tree. Randomly select a 

feature and then create a split value between its maximum 

and minimum value to create partitions [1]. Partitions are 

created until all points are isolated. In most cases, we limit 

the number of partitions and tree heights as well.  Training 

datasets are sampled with replacement, but trees are 

constructed to reduce correlations among classifiers. A 

random subset of features is considered in the construction 

of each tree rather than greedily choosing the best split point 

for each split. RandomForestClassifier is used to construct a 

Random Forest model for classification [6]. Generally, 

anomaly detection begins with constructing a profile of what 

is "normal" and then reporting anything not considered 

normal as anomalous. In contrast, the isolation forest 

algorithm does not start by defining "normal" behavior or by 

calculating point-based distances. Instead, Isolation Forest 

works by explicitly identifying anomalous points in the 

dataset and isolating them.  

 

 
Figure 8 

 

 

Figure 8 shows the workflow of credit card fraud detection. 

We classify the valid transaction as 0 and the fraudulent 

transaction as 1. When a credit card is used for a new 

transaction, the isolation forest algorithm scores the 

observation as fraudulent or valid by assigning 1 and o 

respectively.  

 

We use google collab for the model implementation because 

of the size of the data. I used the python library Sklearn for 

the model build-up. 

 

I also compared the accuracy of Isolation Forest with the 

Local Outlier factor which is also an unsupervised anomaly 

detection method. Local Outlier Factor measures the local 

deviation of the density of a given sample concerning its 

neighbor. 

 

 

 

 

 
Figure 9 

 

 
Figure 10 

 

Many machine learning algorithms used are affected by 

the bias in the training dataset, the local outlier factor 

completely overlooks the minority class, and the result gave 

a precision of 0.05. This is problematic because forecasts 

are often more crucial for the minority class, that is, the 

fraudulent class. In other to reduce this problem random 

Under-sampling technique was also carried out because of 

the imbalanced dataset.  

 

UNDERSAMPLING METHOD 

 

The class of valid transactions was randomly under-

sampled by minimizing the size of the abundant class. A 

new dataset was obtained by keeping all the 492 samples 

from the fraudulent class and randomly choosing 4000 

samples from the plentiful class (valid transaction class).  



 
 

V. RESULT 

Anomaly detection algorithms were built using the Isolation 

Forest to find transactions, which are, in some sense, 

different from the usual observations.  

 

The results of isolation forest algorithms and Local outlier 

factors are given in the figure below. An accuracy score of 

99.78% was gotten for the Isolation Forest with a precision 

of 35% for the fraudulent transaction. The precision, AUC, 

and Kappa score performance improved when the 

undersampling was done. Isolation forest accuracy is better 

than local outlier which suggests that Isolation Forest has a 

better performance to detect anomalies in credit card 

transactions than local outlier factors.  

  

Figure 10 is the confusion matrix of our model.  

 

iForest 

 
Figure 11 

 
 

LOF 

  
Figure 12 

 

 
 

 

The imbalanced dataset gives accuracies of above 99% for 

iForest and  LOF but in this case, we cannot bank on the 

accuracy since the precision for the fraudulent transaction is 

around 35% and 5% respectively. Therefore, we will discuss 

the result of the undersampling technique. 

 

 
Figure 13 



 

In figure 13, the precision of fraudulent transactions 

increased to 64% for Isolation Forest and 15% for the Local 

outliers Factor also 93% for LR classification. The 

undersampling technique gave better results than the 

unbalanced dataset. 

The summary of the results is given below: The precision, 

recall, F1 score, and receiver operating characteristic curve 

(ROC) for iForest and LR. 

 

 
IForest 

 

 

Summary Table 

 

Model Resamp

ling 

Method 

Precision 

 

Recall F1 

Score 

Isolation 

Forest 

Random 

Undersa

mpling 

0.64 0.72 0.68 

Local Outlier 

Factor 

Random 

Undersa

mpling 

0.15 0.17 0.16 

Logistic 

Regression 

Random 

Undersa

mpling 

0.93 0.80 0.86 

 

 

 
Logistic Regression 

 

Conclusion 

 

Machine learning-based credit card fraud detection in the 

financial sector is not just a trend, but also a requirement for 

them to set up proactive monitoring and fraud protection 

procedures. These institutions are using machine learning to 

cut down on time-consuming manual reviews, pricey 

chargebacks and penalties, and denials of valid transactions. 

We have seen the efficacy of unsupervised learning- 

Isolation Forest in detecting anomalies in transactions and 

supervised learning namely Logistic Regression in 

classifying credit transactions as fraudulent or valid. We 

also used the undersampling method to deal with the 

imbalanced dataset to improve our model precision. 

 

In future work, we will compare different algorithms, 

Isolation Forest, and Local Outlier factors with other 

algorithms using another real dataset. We will also apply 

SMOTE technique for oversampling to be sure which of the 

unsupervised or supervised learning algorithms will give the 

best results. 
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